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“big data” feezls

*fie unasdianaunn Lo i

*fuizunu high-volume,
'ﬁmﬂ’mﬁu?ﬁ”ummgﬁw@ high-velocity,
*fuANTaINUatastaya high-
variety

o .unineduaasasAnsnuamuagonlunig
padllanauazivnnzan (Gartner 2012)



Big Data: 3V’s
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Lamge amourds of dada

VELOCITY

Needs to be anshyeed quickly.
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WHY BIGDATA?

BIGDAT

VOLUME VELOCITY VARIETY VERACITY
DATA SIZE SPEED OF CHANGE DIFFERENT FORMS UNCERTAINTY
OF DATA SOURCES OF DATA
Variability Complexity

CORALINECOQLTD

THINK LIKE A DATA SCIEMCE EXPERT




Computational View of Big Data
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Data
t Visualization t
Data Acce#s Data Anal*sis
t = 1
Data Understanding Data Integr#tion
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Formatting, Clea\ning
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Storage - Data




Big Data: 3V’s

Big Data = Transactions + Interactions + Observations

BIG DATA
Sensors / RFID / Devices — User Generated Content
, A~ .
st B S e Social Interactions & Feeds
User Click Stream
— Spatial & GPS Coordinates
Web logs WEB AJB testing
Lame amounts p External Demographics
TefaRyiss Offer history Dynamic Pricing
Affiliate Ne I Business Data Feeds
RM . HD Video, Audio, Images
Gigabytes l Segmentation Search Marketing ' bt
Offer details Speech to Text
ERP Behavioral Targeting
A — Customer Touches Product/Service Logs
CompleXity \gabytes Purchase record Support Contacts Dynamic Funnels
Payment record SMS/MMS
Increasing Data Variety and Comple
Source: Contents of above graphic created in partnership with Teradata, Inc.
Volume

37




Big Data EveryWhere!

*Lots of data is being collected
and warehoused
*Web data, e-commerce  _- g
epurchases at department/ §
grocery stores “

*Bank/Credit Card
transactions

eSocial Network
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Security aasszuudanzls 2

eanuavaasiaya (Confidentiality)
epaupnaasanysmaasiaya (Integrity)

egnnanunsanlivasdaya (Availability)

eildinamuass (Authentication)

cfldiianslunisdnsineslsiing (Authorization)

eilldlsianunsniljiasnisnszyin (Non repudiation)
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uas51u ISO/IEC 27001,ISO/IEC 17799
(AMuning)

ECTI-27 B
Electronic « Computing » Telecommunication = Information = Technologies Wil NEC TEC.

ECL =2 )
uasyuMssnvALLuAvUaaan nasgumsinsauniuaniaaadn
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(wasiu 1.5) iszanil 2548

Uszonl 2547

il ;‘_1101UTU'fU]1-M

Fatfuninounsiay
- AmEaynTIIMIIUATTUAY
aola anznssunsgInssuviwailnnsaiing

Electronic Transaction (praft) Electronic

Security Standard Transaction Security
(version 1) Standard (version 1 5)
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Confidentiality
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Integrity Availability
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ISO/IEC 27001:2005, page 2
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Grainv: Msa1ansIavinindnsweidu (A.7.1.1)

2

-mj:grntaLtion: Database, File, etc.

U

Handware: cogmputer, communication equipment, etc.

Pegple:

Igstaff, manager, etc. /



Printer Inventory

HP 3 5th Floor John Memory 8 MB, DWS:5.90
Laser] I/0 Buffering : 100 KB Allocated of 4000 KB
et Available

4050 Series PS Wait Time-out 300S, Resolution : 1200x1200

dpi

HP 3 5th Floor Kitti Memory 16 MB, Resolution 1200 x 1200 dpi
Laser] PS Wait Time-out 300S
et IT Manager 20 ppm black

1300 Room

HP 34 4th Floor Mary Model Number : 56057 A
Laser] Memory 64 MB , 8 MB Flash ROM, Idle Time-out
et 90 s

4200 dtn

HP 11 6t Floor Jennifer Resolution 1200 x 1200 dpi, 19 ppm (letter), 18
Laser] p ppm (A4)
et 3" Floor Supports HP PCL 6 , Memory 16 MB

2200 Series

HP Deskjet 5 2" Floor Mike 11 ppm black (600x600 dpi) up to 9.5 ppm colour

1220C (2400x1200 dpi)

HP 2 1st Floor Michale Model Number : C7770B, 42 inches, RAM 160 MB
Design cud de - Ink Use : Black 2 cc, Cyan 1 cc, Magenta 3 cc,
jet N qﬂﬂmwiuwﬁmau Yellow 2 cc

500 Engine F/W : A.02.06
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S 9ens (1) ﬁ —)
:
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= — System A | |

" \Operational System B

Database Environment @ Development - i
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faatnd: ANsAIaUTauNan1svinaNadaliviinzdaya

(A.10.7.2)

To compare 2 prometien andior enure candidate’s ieachi ng o uther instmctars” teachimg,
departmenis ieed Lo report the comparator group, Many deparusents do not report the group of
InStuelors or courses that define depanmental means, standard deviations, and z-seores, Are the
comparators all instructors and all courses, or are cvaluations stratitied int suh-calegories by
course level or lype? Are courses tanght by gradume students and adjuncts separaled o their
tw calegory or melnded with those of the' tenure-re lated Faculty? Without these facts, the
magnitudes of means, and lhe signs and sizs of z- scofes, necessary for comparative analysis, are
uninformative,

Many departments also misintecpret +-seores. “Significant” z-scores are only thasse
greater than +2,0 or less than -2.0 (if departments define comparator proups and if eertain
statisticul assumpfions are met}. Many depariments assierl “significant” devialions from mesns
when no e-scores exceed the +-2.0 eriterion. Other departments overlaok obvious 7-scorc
patiems (such as all-nepative or all-pasitive values, or over-time tends) 1n favor of simple
eounts of Z-scares with large values,

When creating summary tables of quantilative course evaluations, depurtments should
explain their choices and copy the data carefully. 1L1s often illustralive 16 repon cerlain course
types seperately (e.p, praduaie ve, undergraduaie, specially arca vs, non-specialty ared, mass
classes va. emall classes), When less tan hall of carnlled students coniplete course evaluations,
the results should be trealee as unreliable. Courses with very few students and that involve
substantial imdcpendent study (such us intermship, dissertation, reading and cor og) are ot
appropriate 1o evaluate. Some departments de not make such dislicenons, some cxclude cerain
colirses from summary reports for no chvious reason and some make transeripton emors when
creating summary 1ables. Such problems potentially misfead pecr reviewers and unnecessarily
burden HC.

I quantilative teaching eval uations aie o be useful 1 prometion and tenure evalualions,
departinents must, at a minimum, identefy and report comparal 'y
Imterpret z-scores, and explaia their summiary wbles, Setier, L0 sanald (1) consider adopting
new, improved methods (or guaniztacive t=achmg evaluation than cnables depumments to more
easily avoid problems like those deseribed shove, and (2) eonsider ereating « lemplate summary
table for quantitatve evaluations 1o standardize the feporling process. Either improvement will
reduce burdens in the peer revicw piocass,

Our further suggestions and comments Fllow;

L. Cardlidates should prepare their vitas with greai care, and vius should be reviewed at
the departiment level before submission of the case, The depariment should work swith the
candidute 1o assure that the vita is neither oves- nor understated (we have scen examples of both).
Ttis important that candidates Jist publications with ful] citation, indicate which journal articles
have been refcreed, provide (ull emplovment history, and st all relevant inlemal and extemal
SErvice.
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grsatnauraileann
clock.thaicert.nectec.a%rth

Date & Time
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Monitoring
Server A
d Click the lock to prevent further changes.
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Procedure name:

Backup Procedure
Procedure responsible person:

System Admin

1. Feuasruudadrvinnissisasdianausassignisaiua a6l
1 S1EN1S Aovinuaan aualunisuuadn
1.1 | Mail servers @1 configure Aauwasnadnisidasuulas
daualuludiana 1 asesiad e
wazirdatiuindiiayaiiulduananiui
1.2 | Web servers @1 configure Aauuasnaanisidasuunilag
dayatHauwnsuuliu s 1 asecialfiau
wazitdatiuiiniauatuldlivananun
1.3 | Database servers | @1 configure Aauwasravnisidasuulas
daualusrudauauadssuui 1 asosaldau
Ay wazuidatiuiiniiauatuldivananiun
1.4 | Firewall server A1 configure Aauuasudanistdasuudasg
daua Rule way Firewall 1 asesialdau
wazindatuiniauatiuldivanaaun
1.5 | Server 3uq fi1 configure Aaulazvasnistdasuuilag
(sid.@avfrum dayauuidsviiasaun 1 Asesialdau
La9idsuiasd wazitdatuiiniayaiiuldivananu
auq laun
¢'1510149)
HuIEe Nasiaasndsing lusisieazladisuuadwuuy Full Backup
2. HQLATTYUUAavAsIAFaUNANISEIsaviayamlIgsuladNAIsLUAdMaINSIHaYidaaluas
inedutugnsasanusainda’la
3. asdiAauusal diauassuuiidaiudniananuadwldiduliuansdrinouluaaiui

Wdaanss

asalAldauusal dauaszuudasunlalvnuadwauysainaznauldvineuda 1 Tual




A.11 prseruauNI5L2N A

A.11.1 2iaAuunniessAagrusunisaruny
AsLa A sauing (1)

r Teleworking

A.11.2 ANSUSUISARNAISANSLANAY DY
wWidvu (4)

Computing

5.11.7 Asaruauailnsal
gazrsusztannanuaz
asdAldvrvannnrauan

| (2) —
.....
Operational )
Environment i System B
Application
T / e.g. HR, Sales, Manufacturing...

A.11.5 asaruaunstanfyszuulfiidnas (6)

A.11.6 nrserununsaindynadwddunazadrsauing (2)
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(A.11.2.2)

Sales System Mfg. Geo. Process
Information Need Site  Eng. Site  Site  Area Global Gro,

Custo Information

Y
Pricing aifWl discounts b

Forecasting
Technical Refer
Agreements, Cont
Sales Goals, Credits
Pursuit Information
Competitor
Training Course
Sales Tools (Bulletin Board)

<< << <<

ts, TC

LR C TS

KL L
< << <<
<

Order:
Order Information
Project Information
Bookings

Backlog

Item and Model Level
CAD Design Information
Configurator

Sales

Distributions Req Plan
Shipping :
Invoicing
Order Status
Project History

<<< <<

< < <
<K <<=

< X KX <<

< < <<

<< << <<=
< <<

<

Resource Availability
Project Scheduling
Resource Skills

<< <<
<< <<
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faadvAIstUvantasazdig (A.11.4.5)

- External DMZ

- HR
- Accounting
- Engineering

- Marketing

- Internal DMZ
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Log in : User name



A.12 A58 AISWRIUN
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v . ) A.12.3 inesasaistainsiidadaua (2)
A.12.1 Manr1uuaeiIua’iuag 12.3 2

v o o .12.3.1 uiauranistavrunsiainsiigadaua
Uaansadrusussuugrsagumne (1) A.12.3.1 - o v e
/ A.12.3.2 A15USKRISANAISAAULAL2ANSUAAUR

e.g.

sElectronic fund transfer
*Specification

*Contract

*Proposal — -
ePayment = _ v v ===
~ |
@ System A
Operational
Database Environment : System B
» PN Application
A.12.2 ansiszamanazisaummdalunadwiiaatu (4) e.0. HR, Sales, Manufacturing...
A.12.4 asasvamunivavilaanAalvidulnaaay A.12.6 nsususdanisdasiug (1)

sruunTuiusnns (3)

A.12.5 ansasrvenuiuavilaansadrvisu
ASZUNUATISTUAISHAIUNSZUULLLAZASZLIUANS
gvusguu (5)
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3 ThaiCERT : Advisories & Alerts : CFRT - Microsoft Internet Explorer

File Edit ‘View Favortes Tools  Help g,”
ll S ; AI : @Baci{ b 1“3 @ @ 'fh )g Search ‘“}_ffn'\'{Favorites @ gv % @ & D E‘ # ﬁ }ﬂ
@ L C"pi Ert' Address| i v| Go  Links 7 @Snaglt o @ =

Input value 14 is out of range

\ 1B I FAQL || vAenfiu ThaiCERT

0K
- _| pUEVEERY CERT Advisories
5 Alerts _ - -
" . CERT Advisory| CERT® advisory CA-2006-18 Apple QuickTime Vulnerabilifies 15
Input data validation Alerts | WoBMAN 2549

CERT® advisory CA-2006-17 Apple Mac Products Affected by
Mulfiple Yulnerabilitiss 15 wquman 2549

. Home >> Advisories & Alerts << Security Bullsting || tanangusenes || tefasdla | 2
©ThaiCERT

CERT® advisory CA-2006-16 Microsoft Windows and Exchange
Server Vulnerabilities 10 wanmeau 2549

CERT® advisory CA-2006-15 Oracle Products Contain Multiple
Yulnerabilities 21 g 2549

CERT® advisory CA-2006-14 Mozilla Products Contain Mulliple
Vulnerabilities 19 iiwau 2549

|@ C% & Intermet

Most of vulnerabilities cause Buffer Overflow

Buffer Overflow
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Aueiuavilanasunasasnng

A.13.1 A551891ULUAAITAIRATINAAUNLALIADY
ANl uUavlaannu(2)

1. MSFILIIUUAAISAINLALNADIALIA) TEIEE
2. ANS51LNIUINAAUNLALNADIALAINUTIE
Uaaasauavasnns

A.13.2 nnsusursannisuazaisdsudgeunaina
mmmsmmnmmaanumrmuunaﬂaamﬂs.l(3)

. BN ANUSUHN A2 AL uavmumauﬂnum

. ANSEausanauanIsaiiitAgnaasAuan
Uaanns
3. ANSLAUSHIUSYURINTIUY

N =




o1 RN msm1mms's1m1ummmsmmmmmaa
numﬂwuﬂaﬂaamﬂu(A 13.1)

uuuuu

44444

Dénlal of Service
(DoS)
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Aatiludrudasadans (5)

A.14.1.1 A5z UAI5TUANSESI9AIY
1 A v Qs ~—
naLIY I AUSSAA
A.14.1.2 arsisasivaudasluns

#srvanunatiasliidussAa -

A.14.1.3 asdnvinunazlaferunnuas g
1 A v Qs r—N
AMUNDALLDI TURAUSSAR

A.14.1.4 nasAuuansaudIusunis
a o 1 A
MILLNULINAZSIAUAALTIAY
TUAUBSAA

A.14.1.5 nnsnadauunazarsudsuilsaneu
A9 UAALLAITUAUESAR
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{ 0.1 General

ISO 27001 : 2013

[ 0.2 Compatibility with other
:: management system standards

M1 Understanding the organization and

its context

“ua ¥
-".'.-I-H:.-"r__—_:— ———— — _l'l,-....::._..
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vy

I

=
0
3
0
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8.1 Operational planning and control

4.2 Understanding the needs and

expectations of interested parties

4.3 Determining the scope of the
information security management
system

———————————— N

system

4.4 Information security management

" 8.2 Information security risk

5.1 Leadership and commitment

. assessment

P,
"

5.2 Policy

" 8.3 Information security risk
. treatment

and authorities

T TP T i
—‘“r‘-‘“#i——\l—————————————————————

5.3 Organizational roles, responsibilities

(9.1 Monitoring, measurement,
analysis and evaluation

".'74-3‘;—

9.2 Internal audit

6.1 Actions to address risks and

opportunities

plans to achieve them

- *1 6.2 Information security objectives and

9.3 Management review

: 7.1 Resources

L L
l'.
[—— ===
L3
.

ﬂ.'q----------------------------

=11 7.2 Competence

[ 10.1 Nonconformity and corrective action j

i1 7,3 Awareness

[ 10.2 Continual improvement } 1

7.4 Communication

7.5 Documented information
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A.5.1 Management direction for information ]
security

ISO 27001 . 2013 { A.6.1 Internal organization |

J A.6.2 Mobile devices and teleworking |

I.{ A.7.3 Termination and change of employment |

- -'.“.
.
.

R

+_A.8.1 Responsibility for assets
".4 A.8.2 Information classification

) { A.8.3 Media handling ]7

ry i |
.Q
5

-

-{ A.9.1 Business requirements of access control
A.9.2 User access management

A.9.3 User responsibilities

A.9.4 System and application access control

A.14.1 Security requirements of
information systems

g
+ .
)

A.14.2 Security in development and
support processes

[ A.14.3 Test data

h-‘
ol
,._n.,._t'

1
I
I
1
1
1
I
1
1
I
oy e ' L

P

-
a*
.
o

'L

gz b

1 A.10.1 Cryptographic controls |
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A.15.1 Information security in
supplier relationships

A.15.2 Supplier service delivery
management

{ A.11.1Secure areas )
1 A.11.2 Equipment ]

et
i
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A.12.1 Operational procedures and responsibilities ]

1

‘ A.12.5 Control of operational software |

".é { A.12.7 Information systems audit considerations

i A.13.1 Network security management
T A.13.2 Information transfer

security incidents and improvements . := ]":':."{ A.12.2 Protection from malware ]
1 L=1 A.12.3 Backup )
k B i itori
T }- {_ : iz o ropars:

i
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A.17.2 Redundancies

A.18.1 Compliance with legal and
contractual requirements

A.18.2 Information security reviews

[ A.16.1 Management of information
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Jansanznssumsatiuayuwaziinviheniinausu
NMRUAVBULYAYDINITATUIIUY
fundsnisusufiuanandes (CIA)

A

AAUTEANLALTEAUANULHYINEIUTOLBUSU
Tansala

11. faauranisadiueu welmduluaiu
U1NTFIU
[T}

6. szunIAIUANMIURTRIUTBIAUIEES
(Accept, Transfer, Reduce, Avoid) AMuA3sAIUAN
7. daviulsuisuaztunsulunsufialunisauaunu
8. Uszmduiusingunsdayatnans InausuAY
Uaaasey

9. MU NUNIU STUNISAEUNTS
wiluvsedasiu davinenans dnauailu
FTUT 9 AOAMZNTIUNTEUUFYUNIITUN
10. ARENTIUNITANTUATIVEBUAIINGNADIVD
nszuaUMIAIduenaTene 4 dnflunsavsaunieluive
NIIVEFIUANQNADY LATLUNTITVBNTTIBIFU SO 27001 :




Thank you for your attention!



